 1. Understanding Permission Types

Permissions are categorized into three types:

1. Read (“r”): Allows viewing or reading the contents of a file or listing the contents of a directory.
2. Write (“w”): Allows modifying a file or creating, deleting, and renaming files within a directory.
3. Execute (“x”): Allows executing a file if it’s a script or program, or entering a directory.

Each file or directory has a set of permissions for three different user groups:

1. Owner: The user who created the file or directory. They have the most control over the file by default.
2. Group: A group of users who are granted similar permissions to collaborate on files.
3. Others: All other users on the system who are not part of the file's group.

 Example: Permission Format

When listing files with “ls -l”, the output might look like this:

“““
-rwxr-xr--
“““

This structure means:
- “-rwxr-xr--”: Permission string.
  - First character (“-”): Type of file (“-” for files, “d” for directories).
  - Next three characters (“rwx”): Permissions for the owner (read, write, execute).
  - Next three characters (“r-x”): Permissions for the group (read and execute only).
  - Last three characters (“r--”): Permissions for others (read only).

In this example, the owner has read, write, and execute permissions; the group has read and execute permissions, and others can only read.

---

 2. Setting Permissions with “chmod”

The “chmod” command (short for change mode) is used to modify permissions.

 Setting Permissions with Numeric Mode

Each permission type has a corresponding numeric value:
- Read (“r”): 4
- Write (“w”): 2
- Execute (“x”): 1

To set permissions, sum the values for each group. For instance:
- “7” (4 + 2 + 1) – Full permission (read, write, execute).
- “5” (4 + 0 + 1) – Read and execute.
- “4” (4 + 0 + 0) – Read only.

To assign permissions, use “chmod” followed by a three-digit number:
- “chmod 755 file.txt”: Sets permissions to “rwxr-xr-x” (full access for the owner, read and execute for others).
- “chmod 644 file.txt”: Sets permissions to “rw-r--r--” (read and write for the owner, read-only for others).

 Setting Permissions with Symbolic Mode

Symbolic mode allows using letters to add or remove specific permissions:
- “u”: Owner (user)
- “g”: Group
- “o”: Others
- “a”: All (user, group, and others)

Syntax:
- Add permission: “chmod u+x file.txt” (adds execute permission to the owner).
- Remove permission: “chmod g-w file.txt” (removes write permission from the group).
- Set exact permissions: “chmod o=r file.txt” (sets others’ permission to read only).

---

 3. Changing Ownership with “chown” and “chgrp”

 “chown” (Change Ownership)

The “chown” command changes the owner of a file or directory.

- Syntax: “chown [new_owner] file.txt”
- Example: “chown alice file.txt” – Assigns “alice” as the owner of “file.txt”.

You can also change both the owner and the group at once:
- Syntax: “chown [new_owner:new_group] file.txt”
- Example: “chown alice:staff file.txt” – Changes ownership of “file.txt” to “alice” and assigns it to the “staff” group.

 “chgrp” (Change Group)

The “chgrp” command changes only the group of a file or directory.

- Syntax: “chgrp [new_group] file.txt”
- Example: “chgrp staff file.txt” – Changes the group of “file.txt” to “staff”.

---

 4. Special Permissions

Ubuntu also has three special permissions for added security:

1. Setuid (“s”): Allows a file to run with the permissions of its owner. Set on executable files, it can provide elevated privileges temporarily.
2. Setgid (“s”): Allows a file to run with the permissions of its group, or if set on a directory, files created in the directory inherit the group of the directory.
3. Sticky Bit (“t”): Applied to directories, it ensures only the file’s owner can delete or modify files within that directory, even if others have write access.

To set these permissions:
- Setuid: “chmod u+s file.txt”
- Setgid: “chmod g+s file.txt”
- Sticky Bit: “chmod +t directory”

For example, “/tmp” often has the sticky bit set so that any user can add files, but only the creator can delete them.

---

 5. Examples of Using Permissions

Here are some common use cases to manage file permissions effectively:

- Making a script executable: “chmod +x script.sh” – Adds execute permissions so the file can be run as a program.
- Setting read-only permissions for all: “chmod 444 file.txt” – Makes the file read-only for everyone.
- Securing a directory: “chmod 700 my_folder” – Only the owner can read, write, or execute within the directory.
- Setting up a shared group directory: “chmod 770 shared_folder” – Owner and group members can read, write, and execute; others have no access.


